7.1.9 - Sensitization of students and employees of the Institution to the constitutional
obligations: values, rights, duties and responsibilities of citizens

When the city of Mumbai was battling with COVID -19 pandemic, staff and students in many
departments came to the fore to provide their services. They supplied food kits and ration to needy
families for six to seven months. One of the staff organized and conducted COVID-19 screening tests
for people in Sion area. Some of the staff donated blood at the BMC blood bank. Many staff members
helped needy people in their area with COVID-19 kits which contained sanitizers, masks, grocery
items, etc. and by paying tuition fees of needy students. As Covid warriors, students voluntarily
distributed food kits to factory workers, participated in mass screening programmes, drew social
distancing circles in front of essential goods shop, etc. 32 cadets participated in an inter-company
poster and video making competitions organized online by NCC on 22/04/2021 to spread awareness
about COVID-19. Attractive and meaningful messages and videos were posted on their social media
account.

Cadets participated in International Day against drug abuse and illicit trafficking on 26/06/2020 .
Posters were designed to create awareness on treacherous effects of drug abuse and illicit trafficking
in a Poster competition .

26 cadets participated in a Poster competition conducted on 10/12/2020 on Human rights.

Cadets participated in blood donation activity organized by Kirti college along with K. E. M. hospital
and Jagjivan Ram hospital, Parel at Dadar railway station on 11/02/2021.

Joy of giving activities was carried out near Dadar station area on 02/03/2021. 10 Cadets distributed
food to poor people following covid protocols.

In their pursuit of environmental conservation in an innovative manner, Cadets prepared and
distributed seedballs to be planted besides sapling plantation on 06/06/2020 at different locations in
Mumbai.

Lectures on preservation of mangroves and importance of coral reefs were organized online on
03/02/2021 and 11/03/2021 respectively to spread awareness of nature’s gifts to mankind and the need
for their conservation.

An attempt has been made to create a butterfly garden in the campus.

A beach cleaning involving Kirti College NCC Cadets in collaboration with Siddharth College was
organised at Girgaon Chowpatty on 14" December, 2020.

An awareness webinar was organised for students on 04/11/2020 to foster digital empowerment, a safe
cyber experience and ensure mental well-being in cyber space.

An informative lecture on “The Sexual Harassment Of Women (Prevention, Prohibition And
Redressal) Act, 2013 on 04/11/2020 addressed the role of Internal Complaints Committee (ICC) in
implementation of the policies relating to the prevention of sexual harassment. and its redressal at the
work place. The lecture also discussed provisions of the POSH Act 2013.

An online workshop “Building Digital Guardians”, was conducted on 06/11/2020 for parents to train
them in safe guarding their child online by equipping them as proactive digital guardians.

An online workshop on IPR was organised on 03/04/2021

v to motivate and inculcate the culture of creativity and innovations in academics and research scholars

with respect to provisions of IPR

v to provide insights on the patent regime in India and the filling procedures for patents and copyrights
v to disseminate information about copyrights framework of protective rights of the creator and the

purview of what can be copyrighted

v to suggest pathways to build a culture of research, innovation and industry-academia collaborations

towards intellectual property

¢ Syllabi of CS IT students include topics related to Intellectual Property Rights, Cyber Laws and

Cyber Forensics and various standards in interest of National Security and Integrity along with IT
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Prol. Rohan Raojopkar & Omkar Gole, Sliudent as COVID Warriors

Staff & Students of Department of BAF along with The Principal Kirti College
contributed & distributed masks and sanitisers to the front line workers and the
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JOY OF GIVING
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DR SHEETAL A.PACHPANDE
DEPUTY DIRECTOR PROJECTS,
MANGROVES FOUNDATION OF

MANGROVES CELL,
GOVERNMENT OF MAHARASHTRA

Let's discoverhie hatural marvel of our planet
on
3rd FE JARY 2021

OSOFT TEAMS

ENVIRONMENT COMMITTEE IN
ASSOCIATION WITH IQAC OF KIRTI
COLLEGE ORGANISES A GUEST LECTURE
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DEALING WITH BULLYING #
RESPONSIBLE

MNETISM

DON'T REACT NOR RESPOND bullies wait for reaction
REPORT TO A TRUSTED ADULT = Principal, Teacher, Counselior , Parent
KEEP COPIES AND EVIDENCES OF THE BULYYING CONTENT
REPORT ABUSE AT THE SOCIAL MEDIA SITE
* CUT COMMUNICATION WITH THE BULLY
REPORT TO THE POLICE IF YOU ARE THREATENED — Take an adult along
SEEK COUNSELLING AND SUPPORT
REMEMEBER THE BULLY NEEDS HELP TOO
RAISE YOUR VOICE STRONG LOUD CLEAR AND FEARLESS
STAY STRONG
LEARN TO PROTECT YOURSELF
REMEMBER

Y THE RIGHT TO MAKE YOU FEEL MISERABLE

| RESPONSIBLE

NETISN

REVENGE PORN, HONEY TRAPS OR
SEXTORTION
ONLINE GROOMING
SELF CREATED C.S.A.M
DATING APPS
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Texrhookis)
1% Mastering Cloud Compuang. Rajbumar Buyys, Chistian Vecehiols § Thamarm Sehy. Tamn
MeGraw Hill Education Private Limited. 2013
2} OpesStack m Acgon V K CODY BUMGARDNER. Manning Publicstions Ca, 2016

Addironal Referenceis)
1} OpenStack Evtentials, Dan Radez. PACKT Publichmg, 201%
1) OpecStack Operancn: Guude, Tew Fifield Disse Flemmyg Anne Gentle. Lona Hechstem
Jomatkan Prouty, Everent Toews snd Joe Topjian OFedlly Medin ko 2014
3) e www openstack org

Course TOPICS (Credits :03 Lecrures W eek:03)

USCSE03 Crber Foremtics

Objecdves

To und: d the procedures for identfi . preservation. and extraction of electioaic evidence.
muditing and myvestgation of setrork and host system e analyws and of
nformaticn gathered

Expected Learning Outcomes
The smdemt will be sble to plan and prepare for all stages of an nvestigation - detection initial
fespoase and management SURTACNON Imvestigate vanous medis 1o collect evidence. report themm
wary that would be acceptable in the court of

Computer Forensicr :

Inmoducties w0 Computer Forenues snd standerd procedmre, Imcident
Venfication 2od Sysiem Identfication Recovery of Erased and damaged data
Disk Imaping sod Preservation. Dats Encryption and € A d
Search Techniques Forensics Seftware

Uit
15

Nemork Ferensie
Inmoduston 1o Network Forensics and traching network maffic. Reviewing
Network Logs. Network Farenucs Tools. Performimg Live Acquisitions, Onder
of Volatliry. Standard Procedure

Cell Fhone and Mobile Device Forent

for Cell Phones and Mobile Devices

Overview. A Procedu

KARGIL VIJAY DIVAS

CS SYLLABUS SHOWING CYBER FORENSCIS AND ETHICAL HACKING

concerns. Black box v Whte box v Blsck box. Viainerabuliny ascesument and
Penetranon Testng

Approach | Mlanaing - Threat Modelmg. set up secunty venfication standards.
Set up secunty testng plan - When which syirems spps, understanding
fumcoonality, Black grav white. authenticated vi unmuthenncated internal vy
external PT. Isformation patherme. Perform Mamusl snd susomsted (Took
Weblnspect Qualys, Nesmu. Promes. Mensplest) VA a=d PT Hem
Weblnspect Qualys tools work: Crwlmg Spidening. requests forging. patiern
matching to keown valnersbiliry detshate and Anshzing resulns Preparng
repart, Fouag secanty gaps following the repant

Emerprise smategy  Repeated PT, spproval by secunty witmg team
Contnuons Apphsation Secunty Tesmng.

Phases; P, foot-prinsing E: Phates Scanmuag, Saffing

Unie 1

Edhical Hackdng -Esterprise Secarity

Pliases : Gaining and Maintaining Access Svorems hacking - Windows and
Lims — Metasplon and EKali Limox Keviogrng. Buffer Overflows, Prvilege
Esxcalsnon Network hacking - ARP Pouwoning. Pswward Crackimg WEP
Vulnerabikines, MAC Spoofing. MAC Flooding [PSpoofing S¥YN Flooding
Somuf amack  Applicarions backiag SMTP Emwul-besed smcks VOIP
vulaerabilities. Directory traversel Input Manipultion Bruse force anack
Untecred fogn mechanisms. SQL mjecten XS5, Mobade apps secunty
Mabware analviis - Netcst Trojan wrapping defimnon. reverse engineermg
Phises : Covenng your macks  Steganography. Event Logs alterrtion

1 Securiry Aleck D5 1P5  Honeyp and evasion
techniques  Secuwre Code Reviews (Fortfy tool, OWASP Secure Coding
Grndeline:)

A ddid

Teatbookis)
1} Centified Exhucal Eincker Snudy Guide +9, Sean-Philip Oviyano, Sybex Sudy Gusde
Edstion. 2016
2} CEH officl Cernified Ethical Hackiag Revvew Guide. Wiley Incha Edition, 2007
Addidonal Referemceisi:

Kirti M. Doongursee College

Deccan Education Sociery s

NCC Department & [QAC

Onzanises

A National Webinar o

* Kargil Victory — An Inspiration for Indian Youth’

| Speaker: Maj Gen Shishir Mahajan. |

|
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Date: 26" July 2020

Tume: 11.00 am

Registration Link and joining
link will be forwarded shortlv.
No Registation Fee
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